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This calendar will feature a different topic each month to spread awareness of key
aspects of cybersecurity and showcase ECSO members’ and partners' solutions and
services in the relevant areas to potential users.
The monthly themes for 2021 are planned as follows:
January – Phishing
February – Internet of Things
March – Cloud Security
April – Malware
May – Ransomware
June – Cybersecurity Skills
July – Cyber Exercises
August – Cybersecurity Summer School
September – Mobile Devices & Bring Your Own Device (BYOD)
October - Gender Diversity in Cyber
November – Safe User Authentication & Password Hygiene
December – Cybersecurity Trends 2022

DID YOU KNOW?
Facts & Figures about Malware
ENISA’s Malware Threat Report 2020 indicated:
400.000 detections of pre-installed spyware and adware on mobile devices
13% increase in Windows malware detections at business endpoints globally
71% of organisations experienced malware activity that spread from one employee to another
46,5% of all malware in e-mail messages found in ‘.docx’ file type
50% increase in malware designed to steal personal data or stalkerware
67% of malware was delivered via encrypted HTTPS connections
This year, Europol and partners took down EMOTET, one of most significant botnets of the past decade. Offered
for hire to cybercriminals to install other types of malware, such as banking Trojans or ransomwares, EMOTET’s
unique way of infecting networks made it one of the most resilient malware in the wild - source
INTERPOL says that cybercriminals are increasingly using disruptive malware against critical infrastructure and
healthcare institutions since COVID-19 - source

RESOURCES FROM
ECSO MEMBERS

RANSOMWARE IN CYBERCRIME
OPERATIONS
Business disruption and damaged reputation may cost an organisation billions of dollars. Cyber attacks
and high-profile data breaches dominate today’s headlines. Security teams are struggling to keep up
with the volume of threat intelligence and the sophistication of attacks. iDefense Security Intelligence
Services provides timely, relevant and actionable security intelligence through the next generation
IntelGraph platform that provides context, powerful visualisations, advanced searching, alerting and a
robust RESTful API. Combatting today’s ever-evolving cyber threats require relevant, timely and
actionable cyber intelligence. The average time to meaningfully detect a threat exceeds several weeks,
so the subsequent mean time for breach resolution exceeds several months. This results in a real
struggle for internal security teams to keep up with the rate of alerts and false-positives generated by
their security tools. Accenture now has the ability to address these challenges using iDefense
IntelGraph, a proprietary next generation security intelligence platform. Intelgraph allows users to
make smarter and faster decisions by visualising the relationships between malicious actors, their
tools and the vulnerabilities they exploit. The platform provides customised content delivery, alerting
users whilst allowing API access for seamless integration with existing security technologies.
iDefense’s superiority exists in its contextual linkages and visualisation capabilities that help empower
security analysts with relevant information to support a timely (and often critical) business decision.
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I HAVE A VIRUS ON MY PHONE!
Tips for detecting it and implementing a solution
MORE INFO:
Graphic (in Catalan)

From the Secure Internet Program of the Cybersecurity Agency of Catalonia comes an
article aimed at young people to warn them about the existence of viruses on mobile phones
and how to eliminate them.

SOCIAL MEDIA:
Facebook
Twitter
Instagram

The article 'I have a virus on my mobile phone’ aims to provide young people with the basic
knowledge to detect and act if they have a virus on their mobile phone. To get closer to their
experiences, the Cybersecurity Agency of Catalonia guides them with a colourful picture
with thought bubbles that describes the possible symptoms of an infected mobile phone.
By @internetambseny #ECSO #CyberAwereness #digitalsiprotegits

MALWARE, A REALITY ALSO
IN ROBOTIC ENVIRONMENTS
According to relevant technical literature, 51% of robot users confirm having identified security flaws in robotic systems,
which leads to consider that there exists a relevant landscape of insecurities. Furthermore, according to the MIT’s State of
Industrial Robotics Report, “Industrial Internet of Things (IoT), perhaps the quintessential requisite for full cloud-based
technology integration has not yet been fully adopted by companies and remains in a pre-development stage. It is muddled
by issues of privacy, questions over data ownership and autonomy, as well as security concerns … making sure that the
entire robotic system, including the tasks that the human performs, is safe to work with should be a priority”. In other
words, as the connected industry becomes a reality, so does robot malware, and at the same time, the lack of specific
cybersecurity solutions for robots has become a major hurdle for the full unleashing of the potential of Industrial IoT.
That’s why Alias Robotics was born in 2017 as the first company to develop a comprehensive portfolio of products and
services guaranteeing best-in-class security compliance for robots. Alias Robotics solutions include RIS, the Robot Immune
System, the first industrial grade endpoint protection platform for robots.
MORE INFORMATION HERE

MALWARE: A NEVER STOPPED
EVOLUTION
Since the Zeus source code was made public in 2011, the history of malware has changed. In fact, the availability of the source
code opened the doors for the creation of a number of new, updated versions of the malware. Therefore, while the original
Zeus malware was neutralised, several of its components were used in a large number of new and emerging malware. It is
curious that while Zeus has been one of the most malicious malware in the history of humanity, it is mainly known as its
source code became public at a certain point, and this has driven a new generation of malware customised by industry
(actually many are created for finance and adapted to other industries), type (botnet, trojan, crypto-miners, rootkits, spyware,
worms …), delivery models (for example Citadel is a toolkit to deliver malware but in general gangs are specialised to support
specific phases of the kill chain) and by technology (fileless malware for example are activated using software and
applications that are already built in the operating system). All the variants with the capability to move, replicate, distribute
and hide themselves for years. It is clear that detecting and removing a malware and responding to an attack performed with
a malware requires extreme competence and capability to analyse immediately, on the endpoint, a wide amount of data and
perform anomaly detection. We could therefore affirm that if virus is evolving to malware, antivirus is evolving to Endpoint
Detection and Response technologies.
Exprivia provides a large catalogue of services that can help you manage your approach to cybersecurity. MORE HERE

MALPEDIA KEEPS AN OVERVIEW

Check out
the reports and blog
posts:
Here

The ever-changing landscape of digital attacks involving malware and carried out by
threat groups can make it hard for defenders to keep up with. This is further
complicated as often multiple synonyms are referring to the same entities.
To help stay on top of this, “Malpedia” has been created as a free and independent
resource for information on malware families and threat actors. Its foundation is a
corpus of confidently labelled, unpacked malware samples. The “Malpedia”
community has inventoried reference samples for more than 2,000 malware families,
with many of them being present in multiple versions and covered by YARA
detection rules. Additionally, a meta data tracker provides more than 7,000 aggregated
references to information sources such as technical analysis reports and blog posts.

F-SECURE WINS BEST PROTECTION
AWARD AND RELEASES ATTACK
LANDSCAPE REPORT
F-Secure has won this year's AV-TEST’s Best Protection and Best Performance Awards. The F-Secure Tactical Defense Unit focuses
on creating developing defensive mechanisms and preventative measures that address current and near-future security problems.
F-Secure’s systems average of 7 billion online queries, 6 billion behavioral events, and millions of suspicious URLs and malware
samples daily. A leading international and independent service provider in IT security and anti-virus research, AV-TEST institute’s
Best Protection award is based on a total of monthly tests of Windows protection throughout the year. MORE HERE.
F-Secure has also released its attack landscape update, focusing on ransomware 2.0, automated recon, and supply chain attacks.
According to the report, a new type of extortion researchers have dubbed Ransomware 2.0 has grown significantly since its first
appearance in late 2019. While the COVID pandemic brought many businesses to a halt in 2020, increasing numbers of
ransomware families began stealing data and threatening to leak it in addition to encrypting it during their attacks. Nearly 40% of
ransomware families discovered in 2020, as well as several older families, demonstrated data exfiltration capabilities by the end of
last year. Find the report HERE.

PREVENT PHISHING AND MALWARE WITH GCA’S
FREE CYBERSECURITY TOOLKITS
‘Prevent Phishing and Malware’ is one of the toolboxes included in the Global Cyber Alliance (GCA) Cybersecurity Toolkits for
Small Business and Journalists. There you will find not only tools to protect your SME or your work as a journalist from malware
attacks but also advice and additional resources on the matter which—we hope—will get you started on the journey to better cyber
hygiene practices.
We encourage you to visit our toolkits and explore other free resources from GCA, including Quad9 - DNS security to prevent you
from accessing known malicious sites, our DMARC resources, or the newest GCA Project, Domain Trust.
Additionally, we would like to invite you to attend our free ‘Cyber Basics for Small Businesses’ training series, starting next 14
April and running for three weeks. That cybersecurity training, which includes specific content on malware prevention, is offered
to you by GCA and the Cyber Readiness Institute.
Cybersecurity Toolkit for Small Business (multilingual)
Cybersecurity Toolkit for Journalists

DYNAMIC BLUE, MALWARE ANALYSIS PLATFORM
FOR EVASIVE BINARY FILES
Dynamic Blue was born from a collaboration with the University of Rome La Sapienza in 2018. After a careful analysis of the
techniques that malware writers use to corrupt computer systems and cause damage to victims, we focused on how malware
samples manage to hide their malicious behaviours from the watchful eye of automated analysis mechanisms, protecting
themselves and remaining in the shadows.
This work led to the development of Dynamic Blue, an advanced tool for automatic and manual analysis of malware. Supported
by the technical background in defeating malware evasions presented in our scientific papers, the tool can assist the work of
malware analysts in their daily practice. Dynamic Blue is based on dynamic binary instrumentation, a technology for capturing
and manipulating the execution of Windows binary files: Dynamic Blue can at once "dissect" a sample in detail, defeat evasion
techniques it may use, and monitor all the activities it carries out in an automated manner.
More information can be found HERE.

BEING AWARE OF MALWARE THREATS
Cybercriminals continuously adapt their malicious activities applying technological advances in the development and
distribution of malware. They also take advantage of the massive use of certain technology with vulnerabilities or
configuration errors, as happened during the pandemic lockdown with remote access or videoconferencing tools. Their
persistent adaptability and the existence of a truly profitable malware business makes it sometimes difficult to detect and so, it
propagates widely exacerbating its damaging effects. Moreover, malware relies heavily on social engineering for its distribution,
by using elaborated email, SMS or IM campaigns, impersonating well-known entities or appealing to the victims' emotions to
achieve their goal: to get them to click and install the malware.
On the Spanish National Cybersecurity Institute's (INCIBE) website, SMEs can find a new section TemáTICas Malware (in
Spanish available from 6/04/2021), which provides information on the different types of malware, how to identify malware
campaigns, and some tips for prevention and protection from this threats. You can also find more HERE.

MALWARE? I DON’T CARE! PROACTIVE SECURITY
TO PREVENT MALWARE ATTACKS
Malware is used in a wide variety of forms like viruses, worms, ransomware, Trojans, Distributed Denial of Service (DDoS) or
Advanced Persistent Threats (APTs) to name just some of them. Let's therefore turn to a significant question: "How can I be sure
that there is no malware on my computer or network?"
There are 2 possibilities in answering, 1 is vigilance and the 2nd is: proper cybersecurity solutions. Vigilance is the first line of
defense against malware, but it is never enough. This is because even downloads from legitimate sites can sometimes contain
malware, and even the most cautious user should rely on additional malware protection measures like:
Effectively blocking threats against your organisation by scanning all incoming network data for malicious software
Minimising serious incidents & preventing disruption to critical business processes
Protecting endpoints with a holistic browser security solution
Using a web application firewall to prevent websites from becoming a gateway for malware
Creating isolated corporate environments, so potentially dangerous files can only be opened in an isolated area

S21SEC CYBER THREAT INTELLIGENCE
Despite the fact that 2020 has
been widely marked by
ransomware, in the second
half of the year S21Sec
continued
to
observe
campaigns of several already
known malware, as well as the
appearance of some new
threats.
Analysis carried out by the
S21sec
Cyber
Threat
Intelligence department of all
malware samples during the
second half of the year. These
samples are broken down
according to the study period
and the family to which they
belong.

BRAZILIAN BANKING TROJANS
Spread to Portugal, Spain, Mexico and other Latin American countries.
Distributed through malspam campaigns impersonating government organisations, telephone
companies or electricity supply companies.
Grandoreiro, Mekotio or Casbaneiro, are some of the Trojans developed by the cybercriminal
community in Brazil. They use Delphi as a programming language and share source code with
each other.
AGENT TESLA
Infostealer and keylogger with RAT and spyware capabilities, very popular for its simplicity,
effectiveness and accessibility. One of the most active malware families today.
Infection vector: Malicious emails distributed through massive SPAM campaigns.
Distributed in campaigns associated with COVID-19, supplanting transport companies,
international organisations, etc.
EMOTET
Intended for stealing email account credentials from infected systems
Compromised credentials are exfiltered and sent to spam bots that conduct malspam campaigns.
Malicious email campaign that affected the banking or telecommunications sector, in European
countries, especially Italy and Spain

MALWARE: THE TYPE OF
SOFTWARE YOU SHOULD AVOID
This article briefly describes the birth, history, major types of
malware and shows how to detect infection and protect your
computer or system. Frightening data at the end of the study call
attention to the severity of the phenomenon.

Check out the article:
HERE

RESOURCES FROM THE COMMUNITY

MALWARE RAGE: AN UPSCALE ANALYSIS PLATFORM
Malware has evolved from simple to advanced multi-stage attack frameworks operated by governments and criminals.
Banshie´s Malware Rage is an upscale analysis platform utilising a proprietary engine with an analysis pipeline. Check
it out.

DEEPINSPECT LIKE NEVER BEFORE
DeepInspect controls operations to identify potential cybersecurity vulnerabilities in ICS by conducting
automated vulnerability assessments and penetration tests in both ICS/SCADA and IoT ecosystems. More
HERE.

WE'RE CHANGING THE RULES OF THE GAME
Our brand new DeepRay technology uses artificial intelligence to effectively protect you from the
sophisticated camouflage tactics of cybercriminal by inspecting the core code. Check it out.

AI IN SUPPORT OF ADVANCED THREAT DETECTION
GLIMPS Malware mimics the brain capability of creating concepts out of objects, where our objects are
code, and is able to automatically analyse and, above all, understand the code contained in files. More
HERE.

KYMATIO: ACTIVATING HUMAN FIREWALLS TO PREVENT
MALWARE INFECTIONS
Malware, whose goal is to infect electronic devices, requires human action to get into systems. Just as we use antivirus to
protect computers and networks, people must be prepared to avoid infections and become human firewalls. Learn more
here.

TOOTHPIC: YOUR SMARTPHONE IS YOUR SECURE KEY
ToothPic is a cybersecurity company that has invented and patented a solution turning every smartphone into a secure
authentication key using the invisible and unclonable manufacturing imperfections of the photographic sensor. With
ToothPic, the secret key is never exposed, guaranteeing a higher level of security and protection from malware. More
here.

THANK YOU!

for your time
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