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CYBERSECURITY

This calendar will feature a different topic each month to spread awareness
of key aspects of cybersecurity and showcase ECSO members’ and partners'
solutions and services in the relevant areas to potential users.
The monthly themes for 2021 are planned as follows:
January – Phishing
February – Internet of Things
March – Cloud Security
April – Malware
May – Ransomware
June – Cybersecurity Skills
July – Cyber Exercises
August – Cybersecurity Summer School
September – Mobile Devices & Bring Your Own Device (BYOD)
October - Gender Diversity in Cyber
November – Safe User Authentication & Password Hygiene
December – Cybersecurity Trends 2022

DID YOU KNOW?

About Cybersecurity Summer School

Every year, ENISA organises its European Cybersecurity Challenge where top cyber talents from each
participating country meet to network and collaborate and finally compete against each other. This
year’s edition will take place from the 28th September to the 1st October 2021 in Prague, Czech
Republic. Contestants will be challenged in solving security related tasks from domains such as web
security, mobile security, crypto puzzles, reverse engineering and forensics and in the process collect
points for solving them. More HERE.
The European Commission’s Digital Skills and Jobs Platform keeps you up to date on cybersecurityrelated information, EU and national initiatives, resources, as well as training and funding
opportunities. Anyone interested in networking with experts and people with similar interests across
Europe can join their Community. More HERE.

RESOURCES FROM
ECSO MEMBERS

CYBERSECURITY FOR
CITIZENS AND SMES
Basic cybersecurity skills make a huge difference to digital safety. Therefore, Digital
SkillUp, offers an interactive free-of-charge online training course for citizens and
SMEs! The course covers the fundamentals of cybersecurity with real-life examples
and exercises aimed at building a simplified cybersecurity action plan for personal or
professional use. It provides learners with the necessary information to grasp the
threats around their digital activities, as well as define appropriate and proportional
countermeasures to address those threats. The cybersecurity course is available in 10
European languages, is self-paced and easy for any user to navigate.
The cybersecurity course is offered within the EU-funded initiative Digital SkillUp
that contributes to the Digital Skills and Jobs Platform and constitutes its learning
pillar for emerging technologies.
Cybersecurity has never been so fun – try it yourself HERE.

THIS SUMMER COME AND
ATTEND THE SECOND EDITION OF
THE EXPRIVIA CYBERSECURITY
ACADEMY!
Although the attack techniques are increasingly sophisticated and criminals are more determined, as
highlighted in the report prepared by the CyberSecurity Observatory of Exprivia (free here), the most
used attack technique since the beginning of 2021 is phishing/social engineering.
Therefore, on the one hand it is important to invest in Cybersecurity Awareness (Exprivia boasts an
extensive catalogue of courses through Udemy, and other learning channels), on the other hand the
CyberSecurity market needs security specialists.
Exprivia, for this reason, has decided to found the Exprivia CyberSecurity Academy, a training path
dedicated to young people who want to turn their passion for CyberSecurity into work. This Summer,
the second edition of the Exprivia CyberSecurity Academy will start, a real school dedicated to
CyberSecurity with the aim of developing the talent and improving the skills of the participants in the
programme by providing them with a solid basic preparation in the field of cybersecurity, support from
specialists expert in the field and open badge 2.0 certifications on the most used tools in the
CyberSecurity world.

“POST-QUANTUM SECURITY”
AT THE FRAUNHOFER
AISEC CYBERSECURITY
TRAINING LAB
The
Fraunhofer
Cybersecurity
Training Lab offers IT security
training for everyone. Fraunhofer
AISEC provides trainings with a focus
on embedded systems, mobile security
and Internet of Things. The high
practical content in the laboratories
in Garching near Munich, Nuremberg
and Weiden or the online seminars
enable participants to directly apply
current research results in practice.

Cryptography nowadays is based on mathematical challenges that are too
complicated for a state-of-the-art computer or can only be solved with a
disproportionately large amount of effort. So-called quantum computers bring
enormous computational power and as such leave many security processes
vulnerable. Security as we know it today will no longer be possible and new
mechanisms have to be established. It is important to be aware of the threat
situation in the future in order to be able to take proactive measures today. In our
course “Post-Quantum Security” you will learn how a quantum computer works and
get an overview of the challenges for IT security.
Join the English language sessions in our Weiden training Lab (Bavaria, Germany) on
September 23th and 24th HERE.

ONLINE LEARNING
RESOURCES FROM
GLOBAL CYBER ALLIANCE
August, depending on your business sector, is often the
busiest (or quietest) month of the year! Cybercriminals do
not take ‘time off’ though - and nor should we! We must
remain vigilant at all times. Oftentimes the criminals find a
way in when we drop our guard.
Cybersecurity for Small Business is a series of seven selfpaced, mini-courses specifically tailored to help small
businesses understand the cyber risks they face on a daily
basis, what action to take, the importance of good cyber
hygiene, and signs to look out for. Each course takes
approximately 10 minutes to complete and references the
GCA Cybersecurity Toolkit for Small Business throughout,
which is packed with free tools and further resources.

And for a slightly more advanced summer course, we now
have our entire DMARC Bootcamp available as an online,
self-paced course to walk you through every aspect of
implementing DMARC to protect your email and
brand.Implementation of DMARC will ensure mail recipients
can detect when spammers have spoofed the “From” address
on mail messages. Take the Understanding DMARC course
and protect your organisation.
Whatever your August is like, ensure you stay focused on
your cybersecurity by learning and implementing best
practices with help from the Global Cyber Alliance!

SUMMERTIME, AND
CYBERSECURITY IS EASY…
Summer is the time for leisure, rest and fun. With a clear mind and a little effort you can reinforce what you have learned
during the course. We suggest you to take a look of some cybersecurity links from the Spanish National Cybersecurity
Institute (INCIBE) to be better prepared for the return.
For children and educators: Fun activity book for families to learn cybersecurity during the summer.
Available here.
For anyone: Small videos with great explanations of cybersecurity. Available here.
At home: This summer learn about good practices to keep your devices and information protected from
cybercriminals. Available here.
For those who want to be CS professional: PDo you want to learn cybersecurity by solving challenges?
Enroll in our Hacker Academy and learn by doing. Available here.
For SME’s: This new section ‘TemáTICa – Telework’ gathers resources to help employees and business
owners to deal with remote work situations with cybersecurity. Available here (after 03/08/2021).
NOTE: All resources in Spanish.

LET THE CAT OUT OF THE BAG!
Unpack your IoT firmware
and unveil what’s hidden in
your supply chain.
IoT Inspector is the leading platform for automated security analyses of IoT
firmware. It is the easiest way to examine the device’s firmware for vulnerabilities
and its compliance with international security standards.

More here

Due to enormous interest from research and academia, we have decided to open our
firmware analysis platform free of charge for students, teachers and academic
researchers. Get started for free, and join us in our mission to #makeIoTsecure.

AWARENESS SAFETY PROJECTS
CONDUCTED BY NASK-PIB
Polish Safer Internet Centre – 15th
International
Conference
"Keeping
Children and Young People Safe Online”
The Centre is formed by the National
Research Institute NASK and the
Empowering Children Foundation (ECF)
and co-financed by the E. Commission.
The Centre undertakes a range of
comprehensive measures for the safety
of children and young people using the
internet and new technologies. Cyclical
international conference organized by
the Centre will take place in 2021 for
15th time. On September 20-21, plenary
sessions will be broadcast live from
studio with the possibility of asking
questions. On September 22-24, it will be
possible to take part in 15 workshop
sessions (separate registration). We
welcome you to register for plenary
sessions here.

Digital Harbour with UNICEF and Facebook
Przystań w sieci (ang. Digital Harbour) is the project focused on teachers who work with teenagers above 13
and students. Wide range of educational materials provided on an e-platform where teacher can register
helps to conduct school lesson about: cyberbullying, online threats, online privacy issues, harmful and illegal
content, fake news and disinformation.
OSE and OSE IT School
OSE (short for nationwide educational network) is a public telecommunications network project that
provides fast, free and secure internet connections to all schools in Poland. The program was developed by
the Ministry of Digitization and its main operator is the National Research Institute NASK. OSE responds to
the challenges of modern education - it develops digital competences and teaches the conscious use of
modern technologies. Amongthe tools provided by OSE is the e-learning platform OSE IT School, which is an
e-learning platform that gives access to free of charge educational materials. There are courses dedicated to
the subjects such as: safe internet usage, artificial intelligence, programming, big data bases. Trainings are
prepared for school students and teachers.
Social campaign "The Polish can!” and #donotloseyourkidonline campaign
The Polish can! is a social campaign that conducts educational and informational activities. The main goal is
to promote usage of technology in everyday life. The part of the project is a campaign dedicated to parents,
titled - #niezagubdzieckawsieci (ang. #donotloseyourkidonline),whose children spend more and more time
online. It educates about current online dangers and trending issues such as: cyberbullying, FOMO.

IFIP SUMMERSCHOOL
IN LUXEMBOURG
SPARTA and CyberSec4Europe are involved in the organisation of the 16th Summer
School on Privacy and Identity Management, which will take place at uni.lu in Eschsur-Alzette in August 2021.
This Summer School is a joint effort together with IFIP, the International Federation
for Information Processing and its working groups on Social Accountability and
Cybersecurity.

CONTROL YOUR LIFE ON THE INTERNET,
BY TEENAGERS FOR TEENAGERS
Two High-School students, friends of TEHTRIS, issued as
a school project a brochure "by teenagers for teenagers"
on the best practices to use the Internet, mobile phone,
social networks, etc in a safe way.
"Our goal is to spread the word around us, hoping to
avoid common mistakes to other teenagers in their
everyday connected lives." A. and M., 16 years old.

SNT/UNI.LU RESEARCH PROJECT:
ENHANCING CYBERSECURITY
ACROSS VITAL BUSINESS SECTORS
The focus of the research project EnCaViBS is on the NIS
Directive as a legal instrument aiming to ensure that
critical IT systems in central sectors of EU economies are
secure. Being a joint effort of legal and technical experts,
the project evaluates whether and how the legal
requirements under the NIS Directive match software
requirements and vice versa. The aim is to provide
clarifications on the abstract notions of the NIS
Directive requirements so that compliant products can
to be derived and developers can be equipped with
guidelines how to meet the legal requirements with the
currently available technologies.

In that regard, one objective of EnCaViBS is the creation of a
living commentary to the NIS Directive that is accompanied
with a methodology to select the appropriate technological
and organisational measures for NIS Directive compliant IT
products. In addition to the legal commentary, the project
website will soon provide a database of national
transposition measures featuring English translations of the
selected measures. The project is also accompanied by
cybersecurity workshops and hosts the 2021 IFIP summer
school on privacy and identity management.
EnCaViBS is funded by the Luxembourg National Research
Fund under the CORE programme.

RESOURCES FROM THE COMMUNITY

KEEN ON LISTENING TO FIRSTHAND EXPERIENCES
FROM A RANSOMWARE ATTACK? OR DO YOU
PREFER TO LEARN MORE ABOUT OT-MONITORING?
Bosch CyberCompare offers participation at 2 events:
16.09. – 4.00pm to 5.30pm - Stefan Würtemberger, VP IT of Marabu Inks, reported from his experiences
during a ransomware attack and his lessons learned. More HERE.
23.09. In a roundtable format, we will discuss the findings from our market study on OT-monitoring
solutions and best practices of cost-effective implementation. For this second event, we will be joined by
two experts: former CIO of New Jersey Dave Weinstein and Bosch technical advisor on industrial security
Wolfgang Barthel . More HERE.

IT IS TIME TO HARDEN ACTIVE DIRECTORY
Active Directory (AD) is used by large companies to automate multiple tasks and integrate assets. However, as an
organization develops, its AD structure becomes more complex and less transparent. Learn why and how to assess and
harden AD. More HERE.

SECURITY VS. USABILITY – HOW TO EMPOWER
YOUR IT AND ENSURE OPTIMAL COMPANY-WIDE
ADOPTION OF NEW CYBERSECURITY MEASURES
In regular intervals, we need to introduce additional cybersecurity features into the
organization. The biggest cybersecurity risk when introducing new security measures is
lack of adoption. In our free live webinar, Bastian Helms – one of our resident experts – will
share tips, stories and experiences (introduction of PAM, MFA, stricter Password rules) on
how to ensure optimal adoption of new security measures across your organization.

HOW TO DEVELOP A USER-ORIENTED SECURITY LAYER
When cyber-threats have increased exponentially and social engineering attacks account
for the highest percentage, users become our first defense. Our Whitepaper demonstrates
how to develop an awareness plan as part of a cybersecurity strategy. More HERE.

Free webinar – live at
Wednesday 18/09
12:30-13:00h CET.
Recording available HERE.
Any questions? Contact
info@secida.com

VALUE-ADDING RISK MANANGEMENT
Facing cyber attacks, data losses and rising complexity, managers often wonder whether they focus on relevant threats. A
risk analysis helps and is often legally required. Caused by complexity, attention is mostly paid to abstract threats. Imagine
this tedious duty provides added value companies benefit from in daily operations. Our webinar (in German) and Dr.
Ransom's paper (also in German) show how value-adding risk management works.

THANK YOU!

for your time
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