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This calendar will feature a different topic each month to spread awareness
of key aspects of cybersecurity and showcase ECSO Members’ and Partners'
solutions and services in the relevant areas to potential users.
The monthly themes for 2021 are planned as follows:
January – Phishing
February – Internet of Things
March – Cloud Security
April – Malware
May – Ransomware
June – Cybersecurity Skills
July – Cyber Exercises
August – Cybersecurity Summer School
September – Mobile Devices & Bring Your Own Device (BYOD)
October - Remote Working Solutions
November – Safer User Authentication & Password Hygiene
December – Cybersecurity 2022

NEW YEAR, NEW CYBERTHREATS?
Looking ahead at the new year gives us a chance to predict what the cyber threat landscape
will look like and how cybersecurity solutions may emerge. Here are some cybersecurity
predictions for 2022 (and beyond):
Companies will start investing more in cybersecurity to prevent losses caused by cyber attacks.
Countries will consider even more legislations in favour of regulating cybersecurity measures.
Remote working will continue to be the norm for many employees, resulting in continued risks of hacks.
Employees will therefore need to receive more specialised training against cyber attacks.
With increasing aid relief donations linked to humanitarian and environmental challenges, cyber attacks
will also grow, as well as the creation of fake websites with the aim of stealing login credentials and access
payment information.
Source: Gartner and ZDNet
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CYBER 5 SECURITY X 5
THREATS BY 2022
The Cybersecurity Agency of Catalonia has devised a top 5 list with the most anticipated trends for 2022,
both in terms of security and threats.
Cybersecurity as a legacy of COVID-19
1.NextgenUE funds and the push for digitisation will come with cyber risks.
2.It will be necessary to consolidate cybersecurity measures in teleworking and deploy cyber
resilience capabilities in the business fabric.
3.Budgets for cybersecurity will leap forward and boost the cybersecurity economic “industry”.
4.The barrier between digital and physical worlds will blur even more and risks will transfer from
one world to the other.
5.International alliances will be forged between public and private institutions to combat cybercrime
across borders.
Read more HERE.

NAVIGATING THE JOURNEY
OF SECURING YOUR
ORGANISATION IN 2022
Where will attackers focus their efforts? Only with that knowledge can organisations effectively protect
their business and prevent attacks in the most efficient way.
To prepare for the challenges that your security decision makers are likely to face, we are sharing
observations and guidance for a broad perspective on top 2022 cybersecurity trends and trend breakers.
In this fifth edition of the Atos Digital Security Magazine, our security experts focused on the
technologies, threats, regulations and landscape evolution that will shape next year.
Read more HERE.

SECURITY ASSURANCE – CHALLENGES AND 5 TIPS
FOR A SAFER CONNECTED FUTURE
Technology is transforming our world. But as it reaches new heights of sophistication, so do the
cybersecurity threats we’re facing. So how do we protect our systems from the challenges ahead? Security
assurance is gaining attention as a focus area for increasingly connected critical infrastructure. In this blog,
Mourad Debbabi and Staffan Persson share their insights on security assurance, along with five tips for a
safer connected future.
Read more HERE.

VALIDATION CONTEST FOR THE
PUZZLE FRAMEWORK, A
CYBERSECURITY RESILIENCE
TOOL FOR SMES AND MICROS
PUZZLE, a H2020 project, will be issuing an Open Call in December for SMEs to test and validate the PUZZLE
framework, a cybersecurity tool based on a Security Information and Event Management marketplace that
provides SMEs and Micros with live analysis of their system’s vulnerabilities and offers protection and resilience
against attacks. The Open Call will allow SMEs to connect to the system, to validate its application and test how
well it can protect them. This Call also will be open for cybersecurity vendors providing online cybersecurity tools
to connect to the PUZZLE marketplace and offer their services to customers through the PUZZLE system. The
Open Call will fund 10 SMEs & MEs and 5 cybersecurity vendors with Validation Contracts worth 10.000 euro as
they connect the PUZZLE framework to their system, provide feedback on its application and adopt the
framework.
For more information on these Open Calls, and the PUZZLE framework itself, you can visit the PUZZLE website or
contact James Philpot, from the European DIGITAL SME Alliance (j.philpot@digitalsme.eu).

CYBERSECURITY 2022
The data observed by the Exprivia Cybersecurity Researchers are suggesting that the fork between attacks
and incidents is reducing. This is due to the fact that attackers are always more efficient but also depending
on the acceleration of the digitalisation process due to the pandemic. The result of this acceleration has
enlarged the perimeter of a possible attacks even if we do not have to consider just the physical perimeter.
The perimeter is the set of people, infrastructures and devices connected and collaborating in the digital
ecosystem. If the digitalisation process has naturally impacted the number of devices and connections, it has
also impacted the number of people using the digital ecosystem, not all of them really ready for the
transformation. The paradox is therefore that if on one hand phishing is becoming more sophisticated, the
victims on the other hand are less prepared to detect and identify a phishing campaign. Therefore, in 2022,
we’ll see attackers committed and motivated in using all the vulnerabilities in the enlarged perimeter
(including the human vulnerabilities) while in cybersecurity we are requested in the development of the
most efficient firewall (human) with awareness programs.

CYBERSECURITY 2022
2022 will be the year of NIS2, the Global Cyber Alliance (GCA) has
been focusing on two aspects that will be central in the new
environment: supply chains and IoT.

Supply chains
While most large organisations have robust measures in place against cyber threats, they must also be
concerned with the cybersecurity posture of the smaller businesses that support them. Chances are your cyber
ecosystem includes SMEs without the awareness, means or expertise to protect themselves. Implementing the
most basic tools to improve cyber hygiene can protect a business from up to 86% of the most common attacks.
Utilising the tools, resources and training assembled by GCA in the free Cybersecurity Toolkit for Small
Business (available in five languages) is an excellent way to incentivise those businesses in your supply chain
to improve the cyber ecosystem.
IoT
The proliferation of smart devices is increasing the attack surface against organisations by the minute, from
consumer devices to home office environments, from critical industries to public health services. With billions
of incidents recorded to date, GCA’s AIDE project has recently had a series of major announcements that will
pave the way for a busy 2022.

TIME TO LOOK AHEAD
Digital transformation and the use of so-called disruptive technologies are important incentives for businesses
because of the expected increased productivity and profitability associated with them. The challenges of hybrid
work and e-commerce with the incorporation of technologies such as IoT, AI, Big Data or 5G, awaken trends in IT
networks such as edge computing that will not be efficient without security by design and by default, or
emerging least privilege security approaches such as SASE and Zero Trust, to cope with increasingly sophisticated
phishing campaigns and malware distribution, ransomware and DDoS attacks. And thus it is also a trend to
empower consumers who may be bewildered by the volatility and complexity of technology, which they will
inevitably have or want to use, to give them the control they need to protect their privacy and security in the use
of new devices such as wearables, home automation or autonomous vehicles. Take a look of these resources to be
prepared for upcoming technological innovations.
For children and educators: Read more HERE.
At home: Read more HERE.
For SME’s: Read more HERE.

IN 2022, LET’S FINALLY #MAKEIOTSECURE
80% of cyberattacks already target wireless devices, and the Internet of Things poses one of the greatest
security risks for businesses, administrations and consumers. By introducing new security requirements, the
EU Commission is significantly raising the bar for all manufacturers and distributors of such devices (newly
extended RED - Radio Equipment Directive 2014/53/EU). At the same time, the new German government
announces that “manufacturers are liable for damage negligently caused by IT security vulnerabilities in
their products.” This increases the pressure on the industry to continuously secure products in order to avoid
immense claims for damages. IoT Inspector provides product manufacturers and integrators with a proven
automated security analysis solution that automatically monitors IoT firmware throughout the entire
product lifecycle. Integrating IoT Inspector into the product development process reduces costs, resources,
development time and project risks.

COMMON CRITERIA HISTORICAL
STATISTICS AND TRENDS FOR 2022
Common Criteria is an international standard (ISO/IEC 15408) and the most recognised cybersecurity certification
for ICT products. jtsec Beyond IT Security is an accredited lab for performing Common Criteria evaluations. Jtsec
has developed CCScraper which is a Python script that automatically analyses information from the official
Common Criteria portal and the portals of the several certification bodies. This tool has been developed and
improved by jtsec in recent years, offering a comprehensive collection of data that allows us to have an accurate
view of the sector. This allows us to have concrete data on different aspects of Common Criteria, historical data and
trends in recent years. Two months ago, jtsec had the honour to present data from the three first quarters of 2021 at
the ICCC21, (the International Common Criteria Conference). They showed, described and talked about the last
version of the CC Statistics report with particular emphasis on how the industry is facing a general economic
recovery process overcoming the pandemic and how it is impacting cybersecurity certifications.
In these links you will find some data such as number of certifications, laboratories with more evaluations, most
used security levels… and Common Criteria trends for the next year!
Common Criteria 2021 Statistic Report, historical data and trends for 2022 Pdf HERE
Common Criteria 2021 Statistic Report, historical data and trends for 2022 Video HERE

THE SATIE PROJECT
SATIE project aims to build a security toolkit in order to protect critical air transport infrastructure against
combined cyber-physical threats, by improving the cyber-physical correlations, forensics investigations and
dynamic impact assessment at airports. SMS-I (https://www.flipsnack.com/gecad/sms-i.html) is part of SATIE
security toolkit. SMS-I deals with the analysis of data from heterogeneous systems, over different time frames and
correlates them to find evidence of the causes of an attack. For that SMS-I analyses log data from different
detection and correlation systems and unifies the physical and logical security investigation. It analyses additional
security details, providing contextual and semantic data to identify causes for security events and threats.
Machine Learning (ML) methodologies have been applied for outlier detection, exploring the temporal correlation
between cyber and physical alerts, and going beyond traditional one-class algorithms, considering ensemble
methods to detect unusual events, taking into account its sequential nature, which may help to find evidence of
attacks. An intelligent dashboard is also part of the Investigation Tool in order to support decision makers in a
deep analysis of how the breaches and the assets were explored and compromised.

CYBERSECURITY CHALLENGES IN 2022
How are cyberattacks evolving?
Ransomware again and again: attacks will become more
complex and personalised.
Espionage: cyber mercenarism will make the headlines in 2022.
Supply chain attack: be more vigilant about the security of your
partners.
Phishing attack and social engineering: geo-targeted and more
sophisticated attacks.
The Cloud under surveillance: a new challenge to add to your
strategy.
The threat to 5G will lead to more vulnerabilities.
IoT: 125 billion devices will be connected to the Internet, which
will multiply the angles of attack.
The crypto-currency: digital wallets will continue to be a
favourite of attackers.
Deepfake: social networks will be the vectors of deepfake
attacks of all kinds.

How is the cyberdefense evolving?
Cybersecurity companies will have to maintain
and accelerate their defense systems and take into
account both emerging threats and new forms of
work. TEHTRIS offers solutions adapted to this
new ecosystem and is always on the lookout for
new emerging technologies. Innovation – such as
machine
learning,
artificial
intelligence,
hyperautomation - remains the DNA of TEHTRIS.
Awareness and people training will be also key in
2022.
2021 was the year of resilience, 2022 will be the year
of adaptability. Protection, detection, anticipation
are still on the agenda and TEHTRIS will continue to
contribute to cyberpeace in the world.
Read the full review HERE.
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TRENDS FOR 2022
(IoT) Cybersecurity Regulations
– Will become stronger, more enforceable, with higher fines
(IoT) Cybersecurity Certifications and Standards
– Will become the “new normal”, affecting all digital verticals
– Their technical implementation still will be challenging to many companies
Read more HERE.

CYBERSECURITY 2022: HOW TO ENSURE YOU'RE
SECURE
What are the biggest digital transformation opportunities (and challenges) from a cybersecurity perspective?
Which benefits could your company gain by implementing a hybrid cloud model? Have you started your
company’s transformation and wonder how to secure your hybrid IT-Infrastructure? Our CEO Alpha Barry
will share his perspective on opportunities and challenges connected to pushing Digital Transformation
forward while ensuring optimal Cybersecurity in 2022. More HERE.

2022: SEIZING A NEW MOMENTUM IN EUROPE
Cybersecurity becomes top of mind for boards and executives who impose stricter oversight and
scrutiny. That dynamic increases the visibility of cybersecurity across the organisation, requiring a
new approach to reporting and a growing understanding of digital risk as a collective responsibility.
European policy-makers have mobilised to promote legislation that preserves essential operators and services. The NIS2 Directive
is a testimony to that commitment. The Directive is expected to be the spearhead of European cyber-resilience through its
overarching and up-to-date provisions. Cybersecurity has raised to a whole-of-society challenge.
In that context, future-proofing its cybersecurity strategy is paramount for businesses. So doing is especially important for SMBs,
which make up for a significant part of Europe’s value-producing nexus. For SMBs, it is vital to face the forthcoming cyber-legal
challenges and comprehend how those impact their business model.
How can I keep up to date on the EU policy-making complexities? What will happen through the French Presidency of the EU in
cybersecurity? Answers to these and other questions await you, in French or English. The rationale is HERE.

AUTOMOTIVE CYBERSECURITY: RISKS, COMPLIANCE, AND
ACTORS AFFECTED
With smart technologies impacting different verticals, the automotive industry has also undergone significant technological
changes that led to several innovations in the autonomous vehicle sector. The number of connected vehicles is therefore growing,
though often underestimating the risks associated with them. Read more HERE.
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